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Preface
The IT Drill sponsored by [Sponsor Agency]. This Situation Manual (SitMan) was produced with input, advice, and assistance from the IT Drill Planning Team.       
The IT Drill Situation Manual (SitMan) provides exercise participants with all the necessary tools for their roles in the exercise. It is tangible evidence of [Agency’s] commitment to ensure that it is well-prepared to respond to any emergency.

The IT Drill is an unclassified exercise. Control of exercise information is based on public sensitivity regarding the nature of the exercise rather than actual exercise content. Some exercise material is intended for the exclusive use of exercise planners, facilitators, and evaluators, but players may view other materials that are necessary to their performance. All exercise participants may view the SitMan.

All exercise participants should use appropriate guidelines to ensure proper control of information within their areas of expertise and protect this material in accordance with current jurisdictional directives. Public release of exercise materials to third parties is at the discretion of the IT Drill Exercise Planning Team.

Handling Instructions

1. The title of this document is the IT Drill Situation Manual (SitMan).
2. For more information about the exercise, please consult the following points of contact (POC):

Exercise Director:
Name 
Title
Agency
Street Address
City, State ZIP
xxx-xxx-xxxx (office)
xxx-xxx-xxxx (cell)
e-mail
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 Introduction

Purpose

The purpose of this exercise is to test your ability to figure out what to do when your facility has a IT Drill.    
Scope

The scope of this exercise is to test who you would notify and what accommodations you would need to do during a IT Drill.  
Exercise Design Objectives

Exercise design objectives focus on improving understanding of a response concept, identifying opportunities or problems, and achieving a change in attitude. This exercise will focus on the following design objectives selected by the Exercise Planning Team:

1. Fill in your objectives
Participants

Players. Players respond to the situation presented, based on expert knowledge of response procedures, current plans and procedures, and insights derived from training.

Observers. Observers support the group in developing responses to the situation during the discussion; they are not participants in the moderated discussion period, however.

Facilitators. Facilitators provide situation updates and moderate discussions. They also provide additional information or resolve questions as required. Key Exercise Planning Team members also may assist with facilitation as subject matter experts (SMEs) during the TTX.

Evaluators. Evaluators evaluate and provide feedback on designated elements of the exercise and assess and document participants’ performance against exercise evaluation criteria.

Exercise Structure

This exercise will be an interactive, facilitated discussion. Players will participate in the following modules: 

· Notification of IT Drill
Each module begins with a scenario update that summarizes key events occurring within that time period. After the updates, participants review the situation and engage in functional group discussions of appropriate response issues. 

After these functional group discussions, participants will engage in a facilitated caucus discussion in which a spokesperson from each group will present a synopsis of the group’s actions, based on the scenario.

Exercise Guidelines

· This exercise will be held in an open, low-stress, no-fault environment. Varying viewpoints, even disagreements, are expected.  

· Participate based on your knowledge of current plans and capabilities (i.e., you may use only existing assets) and insights derived from your training.

· Decisions are not precedent setting and may not reflect your organization’s final position on a given issue. This exercise is an opportunity to discuss and present multiple options and possible solutions.

· Issue identification is not as valuable as suggestions and recommended actions that could improve response and preparedness efforts. Problem-solving efforts should be the focus.

· The situation updates, written material, and resources serve as the basis for discussion.

· Assume cooperation and support from other responders and agencies.

Module 1: IT Drill
[Month, Day, Year]
[Time] (example: 1018 hours PDT)
You were just informed the internet/intranet went down with no warning. 

OR

You were just informed by staff member they received an email and clicked a link. After they clicked the link, they released it was not from someone internal. The staff member is concerned about cybersecurity problem. 

 [Time]
Add your own

 [Time]
Add your own
[Time]
Add your own
Module 1 Questions 
Based on the information provided, participate in the discussion concerning the issues raised in Module 1. Review the following questions in their entirety, and then discuss response priorities or actions at this point in the exercise. Participants are not required to address every question in this section.

1. Who do you notify?
2. What departments are affected? 

3. Do you have a procedure paper manual copies? Where are they located

4. Do you have a manual processes in place to document critical information and usual charting? 

5. Do you have copies of the charts for medications, meals, and other needs? 

6. Where do you chart during the down time? 

7. What are your greatest concerns? 

8. What departments are affected? 

9. What makes the staff member think there is a breach? 

10. What are you greatest concerns? 

Conclusion
Thank you for your participation in IT Drill. With continued commitment to training and exercising plans, policies and procedures, [Agency] will be more effective and efficient in its disasters preparedness, response and recovery efforts.
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